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Abstract
obile Ad Hoc Networks
(MANETSs) have emerged as
a revolutionary wireless
that
devices to communicate without

communication technology enables
mobile
relying on fixed infrastructure. In a MANET,
mobile nodes dynamically establish wireless
links and cooperate with one another to
transmit data across the network. Each node
acts as both a host and a router, forwarding
packets to other nodes when necessary. Due to
their

nature,

self-configuring and decentralized
MANETs  are
environments where rapid deployment and

suitable for

flexible communication are required. These

networks are widely wused in military

healthcare
communication,

operations, disaster recovery,

systems, vehicular and
Internet of Things (IoT) applications. Despite

their advantages, MANETs face challenges

such as dynamic topology, limited bandwidth,

security  vulnerabilities, and  energy
constraints.  This  paper presents a
comprehensive  overview of MANET

architecture, characteristics, routing protocols,
security issues, applications, challenges, and
future developments. The study also discusses
emerging technologies such as Artificial
Machine and 5G
integration that are expected to enhance
MANET performance

communication systems.
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in future wireless
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LIntroduction

Wireless communication has become an
integral part of modern life due to the
increasing demand for mobility and
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connectivity. Traditional wireless networks
depend on fixed infrastructure components
such as routers, access points, and base
stations. However, in many situations,
establishing such infrastructure may be
difficult, expensive, or impossible. Mobile Ad
Hoc Networks (MANETSs) provide a solution
by enabling wireless communication without
centralized administration.

A MANET is a collection of autonomous
mobile devices connected through wireless
links. Nodes communicate directly when they
are within transmission range and indirectly
through intermediate nodes when they are
farther apart. Because the network topology
changes frequently as nodes move, MANETSs
require efficient routing protocols to maintain
communication. The concept of MANET
originated from military communication
systems where infrastructure-independent
networking was necessary. Today, MANET
technology has expanded into numerous
civilian ~and  commercial applications
including emergency communication systems,
sensor networks, healthcare monitoring, and
smart transportation systems.
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Fig 1: Infrastructure-less Communication
among Mobile Nodes
IL. Characteristics of MANET
Mobile Ad Hoc Networks possess
several unique characteristics that distinguish
them from traditional networks.

A. Infrastructure Independence

MANETs operate without fixed
infrastructure. Nodes communicate directly
and organize themselves automatically.

B. Dynamic Topology

Nodes frequently move from one
location to another, causing continuous
changes in network topology.

C. Distributed Operation
Network management functions are
distributed among all participating nodes.

D. Multi-Hop Communication

Nodes outside direct communication
range rely on intermediate nodes to forward
packets.

E. Autonomous Behavior
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Each node independently participates
in routing and network maintenance.

F. Limited Resources

Bandwidth, processing power, battery
life, and storage capacity are often
constrained.

III. MANET Architecture

The architecture of a Mobile Ad Hoc
Network consists of mobile devices connected
through wireless communication channels.
The absence of centralized control allows
nodes to organize themselves dynamically.
The major components include mobile nodes,
wireless  transmission media, routing
mechanisms, and communication protocols.
Every node performs routing functions while
simultaneously serving as a communication
endpoint.

Table 1: Comparison between Traditional
Wireless Networks and MANETs

Ty
INTERNATIONAL JOURNAL OF COMPUTER SCIENCE (/

Scholorly Peer Reviewed Research Journal - PRESS - OPEN ACCESS
ISSN: 2348-6600

Volume 14, Issue 1, No 28 2026

(oG

Since 2012

ISSN: 2348-6600
PAGE NO: 025-032

Flexibility Moderate High

IV. Routing Protocols in MANET

Routing is one of the most critical
functions in a Mobile Ad Hoc Network.
Because nodes continuously move, routes
must be updated frequently. Routing
protocols are generally classified into three
categories.

A. Proactive Routing Protocols

Proactive  protocols  continuously
maintain routing information for all nodes in
the network.

1. Destination Sequenced Distance Vector
(DSDV)
DSDV uses routing tables that are
periodically updated to maintain network
connectivity. Sequence numbers are employed

Traditional ’;0 }});event routing loops and ensure route
Parameter Wireless MANET Teshness.
Network .. ) )
: Not 2. Optimized Link State Routing (OLSR)
Infrastructure Required Required OLSR reduces routing overhead by
Network _ . utilizing Multipoint Relays (MPRs). Only
Control Centralized Distributed selected nodes forward routing messages,
] improving efficiency. Advantages of proactive
DepI(_)yment High Low p & cy . 8 proact
Time protocols include immediate route availability
Mobility Limited High and reduced . r01.1te discovery delays.
Support However, periodic updates  generate
Cost High Low significant control overhead.
B. Reactive Routing Protocols
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Reactive protocols discover routes only | Routing Protocols in MANETSs |
when data transmission is required.

1. Ad Hoc On-Demand Distance Vector 4@"’3’—
(AODV)

. . —I Proactive | —| Hybrid | | Reactive |
AODV establishes routes dynamically ]
through Route Request (RREQ) and Route . p—
Reply (RREP) messages. — psov | zRe | Table Routing
2. Dynamic Source Routing (DSR) Hosr | Ursm | [oov | | LSR |

DSR uses source routing, where the
complete path is included within packet
headers. Reactive protocols reduce routing
overhead but may introduce route discovery
delays.

MANET Routing

Reactive Routing Proactive Routing

C. Hybrid Routing Protocols
Hybrid protocols combine proactive | [’4AODV ) " osov |
and reactive approaches. —
PP " ovmo | OLSR |
1. Zone Routing Protocol (ZRP) —{ DR | | BATMAN |
ZRP maintains proactive routing ,_ |”:”T707R;”:} ('7 WHE ‘

information within local zones and uses
reactive routing for communication outside
these zones. Hybrid protocols offer better
scalability and balanced performance in large
networks.

Packet
Forwarding

Communication
Range
Fig. 2. Classification of Routing Protocols
used in MANETS.
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V. Security Challenges in MANET

Security is a major concern because MANETSs
operate in open wireless environments
without centralized control.

1. Black Hole Attack

A malicious node advertises a false
optimal route and subsequently drops
received packets.

2. Wormhole Attack

Two malicious nodes create a tunnel
between distant network locations, disrupting
routing operations.

3. Sybil Attack

A  node presents multiple fake
identities, = compromising  authentication
mechanisms.

4. Denial of Service (DoS)
Attackers attempt to exhaust network

resources and disrupt communication.
5. Eavesdropping

Unauthorized users intercept wireless
communications and compromise data
confidentiality.

Table 2: Common Security Threats in
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Rout
Wormbhole Tunnel attack .ou © .
manipulation
) Multiple Authentication
1 ) L .
Sybi identities failure
Resource Service
DoS ) ) ]
exhaustion interruption
) Unauthorized Privacy
Eavesdropping L C ns
listening violation

MANET
Attack Description Impact
Black Hole Ealse rou’gng Packet loss
information

V1. Performance Metrics

Performance evaluation is essential for
assessing MANET effectiveness.

A. Packet Delivery Ratio

Measures the percentage of successfully
delivered packets.
B. Throughput

Represents the amount of
successfully transmitted per unit time.

C.End-to-End Delay

Measures the time taken for packets to

travel from source to destination.

data

D. Routing Overhead

Indicates additional communication
required for route maintenance.
E. Network Lifetime
Represents the duration for which the
network remains operational. These metrics
help researchers compare routing protocols
and network configurations.

VII. Applications of MANET
The flexibility and mobility of MANETs
make them suitable for various applications.
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A. Military Communications

Military personnel use MANETs for
secure ~ communication in  battlefield
environments where infrastructure may not
exist.

B. Disaster Recovery Operations

Natural disasters often damage
communication  infrastructure. ~ MANETSs
provide rapid emergency communication

among rescue teams.

C. Healthcare Systems
Wireless medical devices use MANETSs
to monitor patients and transmit health data.

D. Vehicular Ad Hoc Networks (VANETS)
Vehicles communicate with each other
to improve traffic management and road
safety.

E. Sensor Networks
Environmental monitoring systems
utilize MANET principles for data collection
and transmission.

F. Internet of Things (IoT)

MANETs  support

among smart devices in
industries, and cities.

communication
smart homes,
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Fig 3: Applications of MANET
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Fig 4: Major Application Areas of Mobile Ad
Hoc Networks

VIIIL. Challenges in MANET

Although MANETSs provide numerous
advantages, they also face significant
challenges.

A. Dynamic Topology
Frequent node movement causes route
failures and communication interruptions.
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B. Limited Bandwidth

Wireless communication channels have
lower capacity compared to wired networks.

C. Energy Constraints
Most mobile nodes rely on battery
power, making energy conservation essential.

D. Scalability Issues
Network performance decreases as the
number of nodes increases.

E. Security Vulnerabilities
The lack of centralized control makes
MANETSs more vulnerable to attacks.

F. Quality of Service Maintenance
Maintaining consistent service quality
is difficult in highly dynamic environments.
Addressing these challenges remains an active
area of research.

IX. Future Directions of MANET
Emerging technologies are expected to
significantly improve MANET performance.

A. Artificial Intelligence-Based Routing
Al techniques can optimize route
selection and improve network efficiency.

B. Machine Learning for Security

Machine learning algorithms can
identify malicious activities and predict
attacks.

INTERNATIONAL JOURNAL OF COMPUTER SCIENCE (/

Scholorly Peer Reviewed Research Journal - PRESS - OPEN ACCESS
ISSN: 2348-6600

Volume 14, Issue 1, No 28 2026

5 (6“\ Grovp o,

Since 2012

ISSN: 2348-6600
PAGE NO: 025-032

C.Blockchain Integration
Blockchain  technology  provides
decentralized security and trust management.

D.5G Integration
The high speed and low latency of 5G
networks enhance MANET communication.

E. UAV-Assisted Networks

Unmanned Aerial Vehicles can act as
mobile communication nodes, extending
network coverage.

F. Green Networking
Energy-efficient protocols are being
developed to extend network lifetime.

Table 3: Emerging Technologies in
MANET

Technology Contribution

Artificial Intelligence Intelligent Routing

Machine Learning Attack Detection

Blockchain Secure Communication

5G High-Speed Connectivity

UAVs Extended Coverage

loT Large-Scale Connectivity

X. Conclusion

Mobile Ad Hoc Networks represent
one of the most important advancements in
wireless communication technology. Their
infrastructure-less and self-organizing nature
enables rapid deployment in environments
where traditional networks are unavailable or
impractical. This paper examined MANET
architecture, characteristics, routing protocols,
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security  threats, performance metrics, 7. Wireless Communications and
applications, and future developments. Networking, Pearson Education.

Routing protocols such as DSDV, 8. ACM SIGMOBILE Mobile Computing
OLSR, AODV, DSR, and ZRP play a critical and Communications Review.
role in maintaining communication despite 9. IEEE  Transactions on  Wireless
changing network topologies. While MANETSs Communications.
offer  flexibility = and cost-effectiveness, 10. Recent research articles on MANET
challenges including security, scalability, routing, security, IoT integration, and
bandwidth  limitations, and energy 5G-enabled wireless communication
consumption continue to require research systems.

attention. Future integration with Artificial
Intelligence, Machine Learning, Blockchain,
IoT, and 5G technologies is expected to
significantly enhance network performance
and reliability. As wireless communication
continues to evolve, MANETs will remain a
vital technology for supporting next-
generation mobile and distributed networking
applications.
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